AUCKLAND OFFICE
) ) Level 5, Ernst & Young Building
FINANCIAL MARKETS AUTHORITY 2 Takutai Square, Britomart
TE MANA TATAI HOKOHOKO PO Box 106 672, Auckland 1143

PHONE +64 9 300 0400

30 April 2025

—]
By email: I

Dear [N

Your request for information under the Official Information Act 1982 (OIA) [CAS-147434]
We refer to you OIA request dated 11 April 2025 for the following information:

Since January 1 2020, copies of all reports, briefings, documents and emails relating to any incidents when

material or items were mistakenly left unaccompanied in public. _

Our response

At the FMA, information incidents are:
e Reported by staff to the Privacy and Security Adviser, who escalates as appropriate;
e Assessed by the Privacy and Security Adviser, who notifies the Chief Information Officer and Privacy
Officer! of the assessment outcome via email or memo;
e Recorded in the Information Incidents Register; and
e Reported quarterly to the Audit and Risk Committee (ARC).

We have reviewed our records and can confirm six incidents where material or items were mistakenly left
unaccompanied in public since 1 January 2020. Extracts from the Information Incidents Register relating to
the six incidents are set out in the Schedule.

Copies of the six assessments carried out are attached. Some names and contact details are redacted
pursuant to s 9(2)(a) of the OIA, to protect the privacy of natural persons.

1 This role is held by the Executive Director, Evaluation & Oversight / General Counsel




You have the right to seek an investigation and review by the Ombudsman of this decision. Information
about how to make a complaint is available at www.ombudsman.parliament.nz or freephone 0800 802
602.

If you wish to discuss this request with us, please feel free to contact me in the first instance.

Yours sincerely

Ariarna Hakaraia
Manager, Internal Governance



Schedule: extracts from Information Incidents Register

Date Description Who reported to Immediate action Follow up
taken
25.02.21 | Notebook lost ClO and Privacy Officer | Immediate re-tracing | None
between FMA building of steps but no recommended.
and bus stop. notebook found. Incident reported
Notebook contained Reported via phone | to ARC at its
no personal and then formally in | meeting dated 15
information or writing. April 2021.
information
specifically linking the
details of FMA systems
back to any FMA
employee or the FMA
itself. Not recovered.
17.01.23 | Surface Pro left on an | Privacy Adviser Contacted Air NZ to Process for
aircraft on flight from lodge a missing item | erasing lost or
Wellington to report. Reviewed misplaced Surface
Auckland. Recovered FMA Mobility Policy. | Prosto be
same day. established.
Incident reported
to ARC at its
meeting dated 15
May 2023.
24.01.23 | Surface Pro lefton a Privacy Adviser, Contacted the 4 Process for
bus coming into work. | Privacy Officer & CIO possible bus depots | erasing lost or
Later recovered. on a 2 hourly basis misplaced Surface
until Surface pro was | Pros to be
recovered. established.
Incident reported
to ARC at its
meeting dated 15
May 2023.
18.04.24 | An FMA work phone Privacy Adviser Tech Ops taken None
that had a flat battery action to revoke recommended.
was left in a jacket current Incident reported
pocket, which was authenticated to ARC at its
accidentally left session, revoke multi | meeting dated 5
behind at a pub. factor authentication | August 2024.
Jacket/phone not and set up new
recovered. session.
25.09.24 | Lost FMA issued Privacy and Security Tech Ops taken None
phone, not recovered. | Adviser action to revoke recommended.
current Incident reported
authenticated to ARC at its
session, revoke multi | meeting dated 5
factor authentication | December 2024.

and deleted phone
access.




27.02.25

FMA issued phone was
left behind on public
transport. Later
recovered.

Privacy and Security
Adviser

Tech Ops followed
the standard
operating procedure
for a lost FMA
device, by quickly
applying the “Lost
Mode” command
onto the FMA
managed device.
Following this action,
the phone was
immediately
recovered.

None
recommended.
Incident will be
reported to ARC
at its meeting
dated 5 May
2025.






